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ROBUSTNESS, CANALYZING FUNCTIONS AND SYSTEMS DESIGN

JOHANNES RAUH AND NIHAT AY

AsstrACT. We study a notion of robustness of a Markov kernel that describes
a system of several input random variables and one output random variable.
Robustness requires that the behaviour of the system does not change if one or
several of the input variables are knocked out. If the system is required to be
robust against too many knockouts, then the output variable cannot distinguish
reliably between input states and must be independent of the input. We study how
many input states the output variable can distinguish as a function of the required
level of robustness.

Gibbs potentials allow a mechanistic description of the behaviour of the system
after knockouts. Robustness imposes structural constraints on these potentials.
We show that interaction families of Gibbs potentials allow to describe robust
systems.

Given a distribution of the input random variables and the Markov kernel
describing the system, we obtain a joint probability distribution. Robustness
implies a number of conditional independence statements for this joint distribution.
The set of all probability distributions corresponding to robust systems can be
decomposed into a finite union of components, and we find parametrizations of
the components. The decomposition corresponds to a primary decomposition of
the conditional independence ideal and can be derived from more general results
about generalized binomial edge ideals.

1. INTRODUCTION

Consider a stochastic system of n input nodes and one output node:

input: X X> X3 R X,
system \\
output: Y

As shown in [1], there are two ingredients to robustness:

(1) If one or several of the input nodes are removed, the system behaviour
should not change too much (“small exclusion dependence”).
(2) A causal contribution of the input nodes on the output nodes.

The second point is strictly necessary: If the behaviour of the output does not depend
on the inputs at all, then it is usually not affected by a knockout of a subset of the
inputs, but this exclusion independence is trivial.

In this paper we do not use the information theoretic measures proposed in [1].
Instead, we start with a simple model of exclusion independence: We study systems
in which the behaviour of the output node does not change when one or more of the
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2 JOHANNES RAUH AND NIHAT AY

input nodes are knocked out. We formalize our robustness requirements in terms of
a robustness specification R, which consists of pairs (R, xg), where R is a subset of
the inputs and xg is a joint state of the inputs in R. Let S be a set of possible states
of the input nodes. The system is R-robust in S, if the behaviour of the system does
not change if the inputs not in R are knocked out, provided that the inputs in R are
in the state xg and the current state of all inputs belongs to S.

If the robustness specification R is too large, or if the set S is too large, then
in any R-robust system the output does not depend on the input at all. In general,
the behaviour of the system is restricted by robustness requirements. Therefore, to
study the causal contribution of the input nodes on the output nodes, we investigate
how varied the behaviour of a system can be, given both R and S. More precisely,
robustness specifications imply that the system cannot distinguish all input states,
and we may ask how many states the system can discern. This question is related to
the topic of error detecting codes, see Remark 6.

This paper is organized as follows: Section 2 contains our basic setting and
definitions. We find several equivalent formulations of our notion of robustness.
Moreover, we study the question how many states an R-robust system can distin-
guish. Section 3 shows that our definitions generalize the notions of canalyzing [9]
and nested canalyzing functions [8], which have been studied before in the context
of robustness. Section 4 proposes to model the different behaviours of a system
under various knockouts using a family of Gibbs potentials. Robustness implies var-
ious constraints on these potentials. Section 4 discusses the probabilistic behaviour
of the whole system, including its inputs, when the input variables are distributed to
some fixed input distribution. The set of all joint probability distributions is found
such that the system is R-robust for all input states with non-vanishing probability.

Some of our results in Section 5 can also be derived from recent algebraic results
in [13] about generalized binomial ideals. These ideals generalize the binomial edge
ideals of [6] and [12]. Similar ideals have recently been studied in the paper [14],
which discusses what we call (n — 1)-robustness in Section 6. In this paper we
give self-contained proofs that are also accessible to readers not acquainted to the
language of commutative algebra. We comment on the relation to the algebraic
results in Remark 25.

2. ROBUSTNESS AND CANALYZING FUNCTIONS

We consider n input nodes, denoted by 1,2, ..., n, and one output node, denoted
by 0. For eachi = 0, 1,...,n the state of node i is a discrete random variable X;
taking values in the finite set X; of cardinality d;. The input state space is the set
Xin = X1 X -+ X X, and the joint state space is X = Xy X Xj,. For any subset
S C{0,...,n} write Xg for the random vector (X;);cs ; then X is a random variable
with values in Xy = X,;cs X;. For § = [n] := {1,...,n} we also write Xj, instead
of X[,). For any x € X, the restriction of x to a subset S C {0,...,n} is the vector
x|s € Xg with (x|s); = x; for all i € S. In contrast, the notation xg will refer to an
arbitrary element of Xj.

As a model for the computation of the output from the input, we use a stochastic
map (Markov kernel) x from Xj, to X, that is, « is a function that assigns to each
x € Xj, a probability distribution «(x) for the output Xy. Such a stochastic map «
can be represented by a matrix, with matrix elements «(x; xg), x € Xin, X0 € Xo,
satisfying )., ex, k(x; xo) = 1 for all x € Xj,. For each x € Xj, the probability
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distribution «(x) models the behaviour of Xy when the input variables are in the
state x. When the input is distributed according to some input distribution pj,, then
the joint distribution p of input and output variables satisfies

PXo = x0, Xin = X) = pin(Xin = X)k(x; X0) .

If pin(Xin = x) > 0, then k(x) can be computed from the joint probability distribution
p and equals the conditional distribution of Xy, given that Xj, = x.

When a subset S of the input nodes is knocked out and only the nodes in
R = [n] \ S remain, then the behaviour of the system changes. Without further
assumptions, the post-knockout function is not determined by « and has to be
specified separately. We model the post-knockout function by a further stochastic
map kg : Xg X Xo — [0, 1]. A complete specification of the system is given by
the family (ka)sc[n) Of all possible post-knockout functions, which we refer to as
functional modalities. As a shorthand notation we denote functional modalities
by (k4). The stochastic map « itself, which describes the normal behaviour of the
system without knockouts, can be identified with ;.

What does it mean for functional modalities to be robust? Assume that the input
is in state x, and that we knock out a set S of inputs. Denoting the remaining set of
inputs by R, we say that (k4) is robust in x against knockout of S, if x(x) = kg(x|g),
that is, if

(D) k(x; x0) = kr(x|r; x0) for all xg € Xy .

Let R be a collection of pairs (R, xg), where R C [n] and xz € Xg. We call such a
collection a robustness specification in the following. We say that (k4) is R-robust
inasetS C Xj, if

2) k(x) = krp(x|R), whenever x € S and (R, x|g) € R.

The main example in this section will be the robustness structures
Ri:= {(R.xg) : RC [n], IR >k, xg € Xg}.

Equation (1) only compares the functional modality «z after knockout with the
stochastic map « that describes the regular behaviour of the unperturbed system.
In particular, for R € R’ C [n], the functional modality g  is in no way restricted
by (1). Therefore, it may happen that a system that is not robust against a knockout
of aset S’ = [n] \ R’ recovers its regular behaviour if we knockout even more
nodes. However, this is not the typical situation. Therefore, it is natural to assume
that the following holds: If (R, xg) € R and if R C R’ C [n], then (R, xp/) € R for
all xp € Xp with xg/|g = xg. In this case we call the robustness specification R
coherent. For example the robustness structures R are coherent. The notion of
coherence will not play an important role in the following, but it is interesting from
a conceptual point of view. It is related to the notion of coherency as used e.g. in [3].

By definition, for robust functional modalities (k4 ) the largest functional modality
Kin) determines the smaller ones in the relevant points via (2). This motivates the
following definition: A stochastic map « is called R-robust in S, if there exist
functional modalities (k4) with k = ki, that are R-robust in S. More directly, « is
R-robust in § if and only if

k(x) = k(y), whenever x,y € S, x|g = ylg and (R, x|g) € R.
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Figure 1. An illustration of Example 1 with n = 4. a) The
graph Gg,. b) An induced subgraph Gg,s. ¢) The connected
components of Gg, s. In fact, in this example both connected com-
ponents are cylinder sets. d) The induced subgraph Gg, s, which is
connected.

When studying robustness of a stochastic map x we may always assume that R
is coherent; for if x|g = y|g implies «(x) = «(y), then x|z = y|p: also implies
k(x) = k(y), whenever R C R’ C [n].

For any subset R C [n] and xg € Xg let

CR,xg) = {xe€Xin 1 xlg = xg}.

be the corresponding cylinder set. Then « is R-robust in S if and only if x(x) = «(y)
for all x,y € SN C(R, xg) and (R, xg) € R. In other words, the stochastic map « is
constant on S N C(R, xg) for all (R, xg) € R.

The following construction is useful to study robust functional modalities: Given
a robustness specification R, define a graph Gg on Xj, by connecting two elements
x,y € Xjp by an edge if there is (R, xg) € R such that x|z = y|p = xz. Denote by
Gg s the subgraph of G induced by S.

Example 1. Assume that X; = {0, 1} fori = 1,...,n. Then the input state space
Xin = {0, 1}"* can be identified with the vertices of an n-dimensional hypercube. The
graph Gg,_, is the edge graph of this hypercube (Fig. 1a)). Cylinder sets correspond
to faces of this hypercube. If R C [n] has cardinality n — 1, then the cylinder set
C(R, xg) is an edge, if R has cardinality n — 2, then C(R, xg) is a two-dimensional
face. Fig. 1b) shows an induced subgraph of Gz for n = 4. By comparison, the
graph Gg, , has additional edges corresponding to diagonals in the quadrangles
of Gg,_,. For example, the set of vertices marked black in Figure 1b) is connected
in Gg, ,, but not in Gg,_, (Fig. 1d)).

n—27

Proposition 2. The following statements are equivalent for a stochastic map «k:
(1) k is R-robust in S.

(2) « is constant on S N C(R, xg) for all (R, xg) € R.

(3) « is constant on the connected components of Gg s.

(4) For any probability distribution pi, of Xin with pin(S) = 1 and for all (R, xg) € R,
the output Xy is stochastically independent of X|,\r given Xg = Xxg.

Proof. The equivalence (1) < (2) was already shown.

(2) © (3): Condition (2) says that « is constant along each edge of Gg s. By iteration
this implies (3). In the other direction, the subgraph of Gg s induced by SNC(R, xg)
is connected for all (R, xg) € R, and therefore (3) implies (2).

(2) = (4): For any x € Xj, with pi,(x) > 0, the conditional distribution of the output
given the input satisfies p(Xp = xo | Xin = x) = k(x; x0). By (2), x(x; x¢) is constant
on C(R, x|g) N S. Hence the conditional distribution does not depend on X[,\g, and
s0 p(Xo = x0 | Xin = x) = p(Xo = x0| Xg = x|r).
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(4) = (2): Let pi, be the uniform distribution on S (or any other probability
distribution with support S), and fix (R, xg) € R. By assumption, for any x € S
with x|g = xg, the conditional distribution p(Xy = xg | Xin = x) = «(x; x9) does not
depend on x|j,)\s. Therefore, x(x) is constant on S N C(R; xg). |

The choice of the set S is important: On one hand S should be large, because
otherwise the notion of robustness is very weak. However, if S is too large, then the
equations (1) imply that the output Xy is (unconditionally) independent of all inputs.
Proposition 2 gives a hint how to choose the set S: The goal is to have as many
connected components as possible in Gg s. This motivates the following definition:

Definition 3. For any subset S C Xj,, the set of connected components of Gg s is
called an R-robustness structure.

Let B be an R-robustness structure, and let S = UB. Let fg : S — B be the
map that maps each x € S to the corresponding block of B containing x. Any
stochastic map « that is R-robust on S factorizes through fg, in the sense that there
is a stochastic map «’ that maps each block in B to a probability distribution on X
and that satisfies k = «’ o fg. Conversely, any stochastic map « that factorizes
through fg is R-robust.

To any joint probability distribution p;, on Xj, with p(X;; € §) = 1 we can
associate a random variable B = fg(X1,...,X,). If k is R-robust on S, then Xj is
independent of X1, ..., X, given B. Note that the random variable B is only defined
on UB, which is a set of measure one with respect to pi,. The situation is illustrated
by the following graph:

fB(Xl,Xz, s X

|

Y

Xn

When the robustness specification R is fixed, how much freedom is left to
choose a robust stochastic map «? More precisely, how many components can an
R-robustness structure B have?

Lemma 4. Let B be a robustness structure of the robustness specification R. Let
RcCn],S =[n]\Rand Yg = {xg € Xg : (R, xg) € R}. Then

Bl < | Ykl + X \ Vil - 1Xs].

Proof. The set S is the disjoint union of the | Y| sets C(R, xg) N S for xz € Y and
the |Xg \ Yg| - |Xs| singletons {x} c S with x|z ¢ Yr. Each of these sets induces a
connected subgraph of Gg. The statement now follows from Proposition 2. |

Example 5. Suppose that S = Xj,. This means that any R-robustness structure B
satisfies UB = Xj,. If G is connected, then B has just a single block. In this case
the bound of Lemma 4 is usually not tight. On the other hand, the bound is tight if
R = {(R, )CR) I XR € XR}.

Remark 6 (Relation to coding theory). Assume that all d; are equal. We can interpret
Xin as the set of words of length n over the alphabet [d;]. Consider the uniform case
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R = Ry. Then the task is to find a collection of subsets such that any two different
subsets have Hamming distance at least n — k + 1. A related problem appears in
coding theory: A code is a subset Y of Xj, and corresponds to the case that each
element of B is a singleton. If distinct elements of the code have Hamming distance
at least n — k + 1, then a message can be reliably decoded even if only k letters are
transmitted. If all letters are transmitted, but up to & letters may contain an error,
then this error may at least be detected; hence such codes are called error detecting
codes. In this setting, the function fg can be interpreted as the decoding operation.
The problem of finding a largest possible code such that all code words have a fixed
minimum distance is also known as the sphere packing problem. The maximal size
Ay (n,n—k + 1) of such a code is unknown in general.

3. CANALYZING FUNCTIONS

Our notion of R-robust functional modalities naturally generalizes and is moti-
vated by canalyzing [9] and nested canalyzing functions [10]. Let f : Xi, — Xo
be a function, also called (deterministic) map. Such a map can be considered as a
special case of a stochastic map by identifying f with

1, if f(x) = xo
f(x: xg) :=
K (x;3x0) = { 0, otherwise

We say that f is (R, xg)-canalyzing, if the value of f does not depend on the input
variables Xj,)\r given that the input variables Xz are in state xz. In other words, an
(R, xg)-canalyzing function is assumed to be constant on the corresponding cylinder
set:

xxX' €CRxg) = f(x) = f(x).
Given a robustness specification R, we say that a function f is R-canalyzing if it

is (R, xg)-canalyzing for all (R, xg) € R. Clearly, the set of R-canalyzing functions
strongly depends on R. On one hand, any function is R-canalyzing with respect to

R = {([n],x) : x € X}
On the other hand, for two different elements i, j € [n], and
R = ({i} x X;) U ({j} x X)),

any R-canalyzing function is constant. Note that constant functions are R-canalyzing
for any R.
The following statement directly follows from Proposition 2:

Proposition 7. A function f : Xin — Xo is R-canalyzing if and only if ' is R-robust
inS = Xin.

Particular cases of canalyzing functions have been studied in the context of
robustness:

Example 8. (1) Canalyzing functions. A function f with domain Xj, is canalyzing
in the sense of [9], if there exist an input node k € [n], an input value a € X}, and
an output value b € X such that the value of f is independent of xp,)\(x), given that
Xlx = a. In other words, f(x) = f(y) = b whenever x|y = y|x = a. A canalyzing
function is R-canalyzing with

R:={(R,xg) : RC[n], k€R, xg € Xg, xgly =a}.
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(2) Nested canalyzing functions have been studied in [10]. A function f is nested
canalyzing in the variable order X1, ..., X, with canalyzing input values a; € X},
..., ay € X, and canalyzed output values by, ..., b, if f satisfies f(x) = by for all
x € X satisfying x|x = ax and x|; # a; for all i < k. Let R := lJj_; R®), where

RO = {(R,XR) : [KI SR, xgl1 #ai,...,xXglk-1 # Gr—1, XRlk = ak}, .

It is easy to see that f is a nested canalyzing function if and only if it is R-canalyzing.
The set of Boolean nested canalyzing functions has been described algebraically

in [7] as a variety over the finite field FF,. Here, we use a different viewpoint, which

allows to study not only deterministic functions, but also stochastic functions.

4. RoBUSTNESS AND GIBBS REPRESENTATION

Let (x4) be a collection of functional modalities, as defined in Section 2. Instead
of providing a list of all functional modes «4, one can describe them in more
mechanistic terms. To illustrate this, we first consider an example from the field of
neural networks: Assume that the output node receives an input x = (xq,...,Xx,) €
{—1, +1}" and generates the output +1 with probability

1
1+ e_(Z;’:l Wi X;=1) ’

K(X1,. .., X 1) =

For an arbitrary output xo this implies

e%(Z,il Wi Xj —17)X0

3 K(X15. .05 Xp5 X0) 1= '
3) (x1 s %0) o2 iy wixi=m (1) g 3 (B wixi—n)-(+1)

The structure of this representation of the stochastic map « already suggests what
the function should be after a knockout of a set S of input nodes: Simply remove
the contribution of all the nodes in S. The post-knockout function is then given by

3 (Zicr Wi Xi=1) X0

4 Kr(xg; +1) = ,
) e+%(ZiER Wi Xi=1) 4 e—%(ZieR Wi X;=17)

where R = [n] \ S. These post-knockout functional modalities are based on the
decomposition of the sum that appears in (3).
More generally, we consider the following model of (x4):

eBca $B(xalB,x0)

(%) Kka(xa; X0) = ,
, p2Bca $B(xalB,X()
e g
where the ¢ are functions on Xp X X. Such a sum decomposition of « is referred to
as a Gibbs representation of k and contains more information than « itself. Clearly,
each k4 is strictly positive. Using the Mobius inversion, it is easy to see that each
strictly positive family («x4) has a representation of the form (5) with

(©) 9aCia,x0) = Y (=" Vnkc(xale; x0).
CcA

Note that this representation is not unique: If an arbitrary function of x4 (that does
not depend on xg) is added to the function ¢4, then the function x4, defined via (5),
does not change.

A single robustness constraint has the following consequences for the ¢4.
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Proposition 9. Let S C [n] and R = [n] \ S, and let (k4) be strictly positive
Sfunctional modalities with Gibbs potentials (¢4). Then (ka) is robust in x against
knockout of S if and only if 3’ pc(n) per ¢B(X|B, X0) does not depend on x.

Proof. Denote by ¢, the potentials defined via (6). Then (1) is equivalent to
> G x0) = ) dplxls, x0) = > $a(als x0) = 0.

BC[n] BCR BC[n]

BZR
The statement follows from the fact that ¢p(x|p; x0) — dp(x|p; Xo) is independent
of xq (for fixed x). ]

Example 10. Consider n = 2 binary inputs, X1 = X, = {0,1}, and let S =
{(0,0), (1, 1)}. Then 1-robustness on S means

kiy(x13 x0) = Kq1.23(x1, X25 X0) = K23(X23 X0)

for all xo whenever x; = x,. By Proposition 9 this translates into the conditions

@) é1,2)(x1, x25 X0) + d1y(x1: X0) = 0 = dy1.2)(x1, X25 X0) + Pi2(x2; X0)

for all xo whenever x; = x; for the potentials (¢4) defined via (6). This means:
Assuming that (k4) is 1-robust, it suffices to specify the four functions

do(x0), d11y(x15x0), ¢1.2)(0, 15 x0), éy1.23(1,0; x0).

The remaining potentials can be deduced from (7). If only the values of (k4) for
x € § are needed, then it suffices to specify ¢g(xo) and ¢(1)(x1; x0).

Does R-robustness in x imply any structural constraints on (k4)? If (x4) is R-
robust in x for all x belonging to a set S, then the corresponding conditions imposed
by Proposition 9 depend on S. In this section, we are interested in conditions that
are independent of S. Such conditions allow to define sets of functional modalities
that contain all R-robust functional modalities for all possible sets S. If S (which
will be the support of the input distribution in Section 5) is unknown from the
beginning, then the system can choose its policy within such a restricted set of
functional modalities. To find results that are independent of S, our trick is to
find a set Mg of functional modalities such that (k4) can be approximated on S by
functional modalities in Mg. The approximation will be independent of S.

We first consider the special case R = Ry := {(R, xg) : R C [n],|R| = k, xg € XRg}.
For simplicity, we replace any prefix or subscript Ry by k. Denote by M the set
of all functional modalities (k4) such that there exist potentials ¢4 of the form

aCxasxo) = > aap¥pxals; xo),
BCA
|B|<k+1
where a4 g € R and W3 is an arbitrary function RXs*Xo _, R, The set M4 1s called
the family of (k + 1)-interaction functional modalities. Note that the functions W
do not depend on A. This ensures a certain interdependence among the functional
modalities k4. The name “(k+ 1)-interaction” comes from the fact that each potential
W5 depends on the k (or less) variables in B plus the output variable X. Since
M1 only contains strictly positive functional modalities, we are also interested
in the closure of My, with respect to the usual topology on the space of matrices,
considered as elements of a finite-dimensional real vector space.
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Example 11. The functional modalities (4), derived from the classical model (3)
of a neural network, belong to M. To illustrate the difference between M; and its
closure, consider the functional modalities (k4) with

eg(ZieA Wi Xj = 1) X0

Ka(X1,..., Xn5 X0) = .
" e—g(ZieA WiXi=1) 4 e+§(2,'-'€A Wi X;j = 1)
If wi,...,w, and 5 are fixed and 8 — oo, then
@®) Ka(xt, s +1) = 00 wixi = 1),

i€cA
where
+1, ifx>0,
O(x) =41, ifx=0,
0, if x <0.
The functional modalities (8) are deterministic limits of the probabilistic model (3),
called linear threshold functions. They lie in the closure of M;, but not in M, itself.
Linear threshold functions are widely used as elementary building blocks in
network dynamics, for example to build simple models of neural networks, meta-
bolic networks or gene-regulation networks. Robustness against knockouts of such
networks has been studied in [2], exploring the example of the yeast cell cycle.

Let M. be the set of strictly positive functional modalities (x4) such that

1 1
9) Kelxci xo) = —exp| > —=~ In(kn(xcls; x0))

C
Zese | £ (9)
|Bl=k
/()
1
= l_[ kp(xclp; xo0)

Cxc | pcc

IBl=k

for all C C [n] with |C| > k, where Zc x. is a normalization constant that ensures
that xkc(xc) is a probability distribution. Note that equations (9) can be used to
parametrize the set M;,i: The stochastic maps k4 with |A] < k can be chosen
arbitrarily, while all other stochastic maps k¢ with |C| > k can be computed by
normalizing the geometric mean of the stochastic maps xp for B € C and |B| = k.

Lemma 12. My, is a subset of Myy1. It consists of those functional modalities
(ka) where the coefficients as g additionally satisfy

(—l)lAlaA,B = (—l)lA,ICL/A/,B, whenever BC AN A" and |B| < k,
and
(~DYAlaas = (-1 Al g, whenever BC AN A’ and |B| = k.
forall xg € Xp and xy € Xp.
Proof. Assume that the coefficients a4 p of (k4) € My satisfy the conditions stated

in the lemma. We may multiply all functions ¥ by scalars and assume

k
(10)  aap= (DA if|B <k, aA,B=<—1>'A"km, if |B| = k.
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Then In(kc(xc; xo)) equals the logarithm of the normalization constant plus

S S DA s xo) + DAl x0)

ACC| BcA BCA |A|
|B|<k |Bl=k

= Z[ > (—1)'R')‘P3(xc|B;XO)
BCC \RCC\B

h + Z[ > )'R'lRl

|B|CC RCC\B

=l;[li|z;;3|( 1)(ICI IBI)

|Bl<k
|Cl-k
C
Z(Z( 1)(' - ) ]‘PB(XclB,XO)
BcC

Wp(xclp; x0)

Wp(xclp; xo0)

|B=k
(11) = Z o118 B(xclB; X0) + Z (la)‘I’B(xclB,XO)
BcC BCC \ k
|Bl<k |Bl=k

where the identity )7, (C)(m_—l); =1/ ((m + r)(’ :1":1)) was used and 6, denotes
Kronecker’s delta. For |C| > k the first sum is empty, and it follows that k¢ satisfies
the defining equality of My, .

Conversely, if (k4) € M1, then let a4, be as in (10), and let
Wp(xp; xo0) = log(kp(xp; x0)),  forall xog € Xo, xp € Xp,|B| < k.

These coefficients a4 p and functions W together define an element (k4) € My41.
The calculation (11) shows that

ZAIAX 3 X0) = Ka(xa; Xo), if |A] <k,
Ra(xasxo) =1 | .
ZAIV - ©Xp ZBCA (w) ln(KB(xAlB,XO)) if |A| > k,
and so (k4) = (k4) belongs to Mk+1 and is of the desired form. o

Theorem 13. Let (k4) be functional modalities. Then there exist functional modali-
ties (Ra) in the closure of My, such that the following holds: If (k4) is k-robust on
a set S C Xip, then ka(x|a) = Ka(x]a) for all A C [n] and all x € S. In particular,
(k4) belongs to the closure of the family of (k + 1)-interactions.

Proof. Define (k4) via
Kka(xa; Xxo), if |A] <k,

)1/ ()

Ka(xa; x0) =

ZAX (H BeA kp(xalB; Xo0) , else,

where Zy ,, is a normalization constant. By definition, (%4) lies in the closure
of Myy1. Let x € Sand C C [n]. If |C| < k, then ke (x|c) = kc(x|¢) by definition
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of k4. So assume that |C| > k. By definition of k-robustness, if x € S, then
kc(xlc) = kp(x|p) for all B c C with |B| = k. Therefore, if x € S and |C| > k, then

()
kc(xle; xo) = l_[ kg(xc|B; x0)
BcC
|Bl=k
Therefore, if x € S and |C| > k, then Z¢ 4. = 1 and «c(x|c) = kc(xlc). |

Since My, and My, are independent of S, Theorem 13 shows that these two
families can be used to construct robust systems, when the set S is not known a
priori but must be learnt by the system, or when S changes with time and the system
must adapt.

If we are not interested in all functional modalities but just the stochastic map «
describing the unperturbed system, we can describe « in terms of low interaction
order. The family of (k + 1)-interaction stochastic maps, denoted by K., consists
of all strictly positive maps « such that

In k(x; x) = Z Wa(xla; x0)
AC[n]
|Al<k

for some real functions ¥4 : X4 — R.

Corollary 14. Let  be a stochastic map. For given k there exists a stochastic map
K in the closure of Kiy1 such that the following holds: If k is k-robust on a set S,
then k(x) = k(x) for all x € S.

Proof. If k is k-robust on S, there exist functional modalities (k4)4 with k = k.
Choose (&4) as in Theorem 13. If x € S, then k(x) = k[n)(x) = Kju)(x). Hence the
Corollary holds true with k = &,). O

Example 15. The functional modalities (4) do not lie in M,. This does not mean
that neural networks are not robust: In fact, it is possible to naturally redefine the
functional modalities (4) such that the new functional modalities lie in M,.

The construction (4) identifies the summand w;x;xo with ¢;;;. Now we will make
another identification: For each i € [n] let

Ky (xis x0) = exp(nw; xjxo—1).

,X;
The unique extension of these stochastic maps to functional modalities (k4) in My
is given by

1/1A]|
1
(12) kaalasxo) = (l—lk{imxi;xo)J =

Axla \ieA

1 n
ZA,xIA exp(lAl ; WiXiX0 7]] s
where Z, 4|, and ZA)X‘A are constants determined by normalization. The functional
modalities defined in this way lie in M, and the stochastic map «i,, agrees with (3).
Note that, by tuning the parameters wy, ..., w,, any combination of stochastic maps
is possible for k1, . .., k,. This shows that any element of M, has a representation of
the form (12).
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As in example 11 we can scale the weights w; and the threshold 7 by a factor of
B and send B — +o0. This leads to the rule
(13) KaCons +1) = 070 > wivi =),

i€A
which is a normalized variant of (8).

The rule (12) implements a renormalization of the effect of the remaining inputs
under knockout. Similar renormalization procedures are sometimes used when
training neural networks using Hebb’s rule. Usually the total sum of the weights
>.;w; is normalized to not grow to infinity. The rule (12) suggests that under
knockout all remaining weights are amplified by a common factor.

The ideas leading to Theorem 13 can be applied to more general robustness
structures R as follows: For any x € X let
_[{Rcnl: R.xip) e R}, if there exists R C [n] with (R, xlg) € R,
o {[n]}, else,
and let Rgﬁn be the subset of inclusion-minimal elements of R,. If (k4) is R-robust
in S, then ‘
k(x; x0) = kp(xlg; o) forany Re RY™, xe€ S

and hence .
/IR

ki x0) = | [ ] xrCeles x0)
ReRmin

For any C C [n] let RT“‘(C) ={Re€ R;“i“ : C C R}. If Ris coherent, then we can

deduce
/IRE O
(14) keesxo)=| [ ] kr(xddes x0)
ReR™IN(C)
for all x € S with R™M"(C) # (. This motivates the following definition: Denote by
Mg the set of all strictly positive functional modalities that satisfy
/IR (C))

1
kc(xles xo0) = l_[ Kr(X|R; X0)
Zee ReRT™(C)

for all x € X and all C C [n] with R;ni“(C) # 0, where Zc 4. is a suitable normaliza-
tion constant. The same proof as for Theorem 13 implies:

Theorem 16. Let (k4) be functional modalities, and assume that R is coherent. Then
there exist functional modalities (R4) in the closure of Mg such that the following
holds: If (ka) is R-robust on a set S C X, then

ka(xla) = Ra(xla) forall x € S.

As a generalization of Lemma 12, we can also describe Mg as a set of functional
modalities with limited interaction order. To simplify the presentation, we assume
that R is saturated, by which we mean the following: If (R, xg) € R for some
xr € XRg, then (R, x}e) € R for all xg € Xg. In other words, a saturated robustness
specification is given by enumerating a family of subsets of [n#]. For example,
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the robustness structures Ry are saturated, while the robustness structures defining
canalyzing and nested canalyzing functions (see Section 3) are not saturated. If R is
saturated, then R, and R;“in are independent of x € X.

Consider the family

:{Cg[n]:CngorsomeRGR;ni“andxeX},

and let A(C) = {R € A : R C C}. Let M be the set of all functional modalities (k4)
such that there exist potentials ¢4 of the form

(15) da(xa; x0) = Z a8 p(xalp; x0),
BEA(A)

where 4 3 € R and ¥p is an arbitrary function RY#*%0 — R, We call M the family
of A-interaction functional modalities. Note that the functions Wp do not depend
on A. This ensures a certain interdependence among the functional modalities k4.

Lemma 17. Assume that R is coherent and saturated. Mg is a subset of M.

Proof. If R, = 0, then A contains all sets. The Mobius inversion formula shows that
M contains all strictly positive functional modalities. Therefore, we may assume
that R, # 0.

Define Gibbs potentials using the Mobius inversion (6). If x € S and A is large
enough such that RM"(A) # 0, then

Z (- 1)|A\C| In kc(x|c; x0) = Z (-1 )IA\CI |ler11( o Z In kc(x|c; x0)

&5 & BeRE(O
A\C .
= > >'\'|Rmm( o D Inkg(xls; xo)
gecé‘\ BeRMin(C)
X

1
- _pAFR-E 1 Ly  X0).
E E (=D RT(B U R) n kg(x|p; xo)

BeRin(C) | REA\B

Together with (6) this gives
da(xla, x0) = Z aac Inke(xlc; xo) + Z aac Inkc(xlc; xo),

CCA CcA
C¢R« CeRmin
where
(-, if C ¢ R,,
AC = _IRI— . :
Y reap(— 1A m if C e RY™.
This is clearly of the form (15). O

In the case R = R; the sum ZRgA\B(—l)M"'R' -k m
proof of Lemma 17 can be solved explicitly, resulting in the statement of Lemma 12.
In the general case this is not possible.

Corollary 14 also generalizes. Let A be as above. The set K of A-interactions
stochastic maps consists of all strictly positive stochastic maps « such that

Ink(x; x9) = Z Wa(xlas xo0)

A€eA
for some real functions ¥4 : X4 — R.

that appears in the
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Corollary 18. Let « be a stochastic map, and let R be a coherent and saturated
robustness specification. There exists a stochastic map & in the closure of Ka such
that the following holds: If k is R-robust on a set S, then k(x) = k(x) for all x € S.

The proof is the same as the proof of Corollary 14.

Remark 19. Instead of representing functional modalities as a family (x4) of sto-
chastic maps, it is possible to use a single stochastic map &, operating on a larger
space, that integrates the information from the family (k4). The stochastic map &
can be constructed as follows: For each i = 1,...,n let X; be the disjoint union of
X; and one additional element, denoted by 0. This additional state represents the
knockout of X;. Let )?in = )31 X e X X,,. Foreachy € Xin let supp(y) = {i : y; # 0}.
We define the stochastic map k : X X Xin via

R(x; x0) = Ksupp(x)(xlsupp(x); X0)-

This construction gives a one-to-one correspondence between functional modalities
and stochastic maps from X in to Xo.

As an example, consider the functional modalities defined in (4). In this example,
the construction of & is particularly easy: It just amounts to extending the input
space to {—1,0,+1}". Equation (3) remains valid for k. The construction is more
complicated for the functional modalities (12).

More generally, any Gibbs representation for functional modalities (kx4) as in (5)
extends to a Gibbs representation of k: For any B C [n], xg € X and x € Xin let

$B(x|B, X0), if supp(x) C B,
0, else.

d(x, x0) = {

Then
eXBCin] $p(x,x0)

K(x;x0) = - .
X eXo e2Bcn PB(X.X0)

5. ROBUSTNESS AND CONDITIONAL INDEPENDENCE

Given the probability distribution p;, of the input variables and a stochastic map «
describing the system, the joint probability distribution of the complete system can
be computed from

p(xo, x) = k(x; X0) Pin(X), for all (xo, x) € X,

As shown in Proposition 2, robustness of stochastic maps is related to conditional
independence constraints on the joint distribution. In this section we study the set
of all joint distributions that arise from robust systems in this way.

Let R be a robustness specification. By Proposition 2, the stochastic map « is
R-robust on supp(pin) if and only if for all (R, xg) € R the output X is (stochasti-
cally) independent of Xj,)\r, given that Xz = xz. In the following, this conditional
independence (CI) statement will be written as Xo L X[,)\g | Xgr = xg . This moti-
vates the following definition: A joint distribution p is called R-robust if it satisfies
Xo 1L X[n\r | Xg = xg forall (R, xg) € R. We denote by Px the set of all R-robust
probability distributions.
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The single conditional independence statement Xo 1L X[\ | Xg = xg means that
the conditional distributions satisfy

p(Xo = x0 | Xin = x) = p(Xo = x0 | Xgr = xg), forall x € Xj, with p(x) >0
and le = XR .

It is often convenient to use another definition that avoids the need to work with
conditional distributions: The statement Xy 1L Xp;\r |XR = xg holds if and only if

(16) p(x0, X5, XR)P(X, X5, XR) = P(X0, X5, XR)P(X(5 X5 5 XR),
for all xo, x;, € Xo, x5, x5 € Xg and xg € Xg. Here, p(xo, Xs, Xg) is an abbreviation
of p(Xo = x0, Xs = x5, Xg = xg). Itis not difficult to see that these two definitions of
conditional independence are equivalent. The formulation in terms of determinantal
equations is used in algebraic statistics [4] and will also turn out to be useful here.
A joint probability distribution p can be written as a dy X |Xjy|-matrix. Each
equation (16) imposes conditions on this matrix saying that certain submatrices have
rank one. To be precise, for any edge (x, x”) in the graph Gg (defined in Section 2)
equations (16) for all xg, x(’) € Xj require that the submatrix (pi;)kex, zefx.x} has
rank one. For any x € Xj, denote by p, the vector with components p,(xg) =
p(Xo = x0, Xin = x) for x9 € Xo. Then a distribution p lies in Pg if and only if
Px and p, are proportional for all edges (x,y) of Gg. Observe that p, and p, are
proportional if and only if either (i) one of p, and p, vanishes or (ii) k(x) = «(y).
This observation allows to reformulate the equivalence (1) < (3) of Proposition 2
as follows:

Lemma 20. Let S = {x € Xj, : px # 0}. A distribution p lies in Pg if and only if
Dx and py are proportional whenever x,y € § lie in the same connected component
of Ggs.

For any family B of subsets of Xj, let g be the set of probability distributions p
on X that satisfy the following two conditions:

(1) UB = {x € Xin : px # 0},

(2) px and p, are proportional, whenever there exists Z € B such that x,y € Z.
Then P = g PB, where the union is over all R-robustness structures B. The
disadvantage of this decomposition is that there are R-robustness structures B, B’
such that Pp is a subset of the topological closure P_B/ of Pp. In other words, each
p € Pp can be approximated arbitrarily well by elements of P/, and therefore in
many cases it suffices to only consider Pg:. The following definition is needed:

Definition 21. An R-robustness structure B is maximal if and only if UB :=
Uzep < satisfies any of the following equivalent conditions:
(1) For any x € Xj, \ UB there are edges (x, y), (x, z) in Gg such that y,z € UB
do not lie in the same connected component of Gg Up.
(2) For any x € Xj, \ UB the induced subgraph Gg upu(x) has fewer connected
components than Gg uB.

Lemma 22. Pg equals the disjoint union \ Jg Py, where the union is over all R-ro-
bustness structures. Alternatively, Pr equals the (non-disjoint) union \ Jg P, where
the union is over all maximal R-robustness structures.

Proof. The first statement follows directly from the above considerations. To see
that it suffices to take maximal R-robustness structures in the second decomposition,
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consider an R-robustness structure B that is not maximal. By definition there exists
x € Xin\UB such that the induced subgraph Gg uBu(} has at least as many connected
components as Gg up. Let B’ be the family of connected components of G uBu(y}-
If Gr uBuix) has the same number of connected components as Gg U, then there is
Y € B such that Y U {x} € B’, otherwise let Y/ € B be arbitrary. Let y € Y. For any
p € Pp and € > 0 define a probability distribution p. via

p(x0,2), ifz ¢ {x,y},
Pe(x0,2) = {(1 = €)p(xp, X), ifz=y,
ep(xg, Xx), if 7z =x.

Then p. € Pp’, and hence Pg C Py . If B’ is not maximal, we may iterate the
process. O

The following lemma sheds light on the structure of Pg:

Lemma 23. Fix an R-robustness structure B. Then Py consists of all probability
measures of the form

- L Ju@DAz()pz(x0), ifxeZEB,
w pR e e {0’ if x € Xin \ UB,

where p is a probability distribution on B and Az is a probability distribution on Z
for each Z € B and (pz)zep is a family of probability distributions on Xo.

Proof. 1t is easy to see that (17) defines indeed a probability distribution. By
Lemma 20 it belongs to . In the other direction, any probability measure can be
written as a product

p(x0, X1, ..., Xp) = p(Dp (X1, ., Xal(X1, .., X) € ) p(xolxis ..., Xn),

if (x1,...,x,) € Z € B, and if p is an R-robust probability distribution, then
pz(xo) := p(xolxi,...,x,) depends only on the block Z in which (x,..., x,)
lies. ]

Lemma 22 decomposes the set P of robust probability distributions into the
closures of the smooth manifolds g, where B runs over the maximal R-robustness
structures. Lemma 23 gives natural parametrizations of these manifolds.

By comparison, Theorem 16 and Lemma 17 describe robustness from a different
point of view. The result can be translated to the setting of this section as follows:

Corollary 24. Suppose that R is a coherent and saturated robustness structure, and
define A as in Section 4. If p € P, then there exists a stochastic map k € Kx such
that p(xolx) = k(x; xg) for all x € UB.

In the statement of the corollary note that p(X;, = x) > O for all x € UB, and
hence the conditional distribution p(xp|x) is well-defined in this case.

Corollary 24 can also be viewed from the perspective of hierarchical models: Let
A={{1,....,n}}U{S U{0} : S € A}. The hierarchical loglinear model E; consists
of all probability distributions p on X of the form

log(p(x)) = ) $a(xla),

ACA
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a) b)

Ficure 2. A 1-robustness structures for two variables. a) The graph
G s. b) The representation in terms of bipartite graphs.

where ¢, is a real function with domain X4. By the results of this section, &; is a
smooth manifold containing $x in its closure. See [11, 4] for more on hierarchical
loglinear models.

Remark 25. 1t is also possible to derive the decomposition in Lemma 22 from
results from commutative algebra. Since the equations (16) that describe conditional
independence are algebraic, they generate a polynomial ideal, called conditional
independence ideal. In this case the ideal is a generalized binomial edge ideal,
as defined in [13]. For such ideals, the primary decomposition is known and
corresponds precisely to the decomposition of the set of robust distributions as
presented in Lemma 22. The parametrization of Lemma 23 can be considered as a
surjective polynomial map and shows that all components of the decomposition are
rational.

6. k-ROBUSTNESS

In this section we consider the symmetric case R = R;. As above, we replace
any prefix or subscript R by k.

If k = 0, then any pair (x,y) is an edge in Gg. This means that any O-robustness
structure B contains only one set. There is only one maximal O-robustness structure,
namely B= {Xin}. The set Ry is irreducible. This corresponds to the fact that Py is
defined by Xy 1L Xijy.

B is actually a maximal k-robustness structure for any 0 < k < n. This illustrates
the fact that the single CI statement Xy 1L Xj, implies all other CI statements of
the form Xo 1L X[\ ’XR = xg . The corresponding set P contains all probability
distributions of #; of full support.

Now let k = 1. In the case n = 2 we obtain results by Alexander Fink, which can
be reformulated as follows [S]: Let n = 2. A 1-robustness structure B is maximal if
and only if the following statements hold:

e Fach B € Bis of the form B =S| X S,, where S1 C X1,S2 C Xa.
o For every x| € X there exists B € B and x, € X, such that (x1,x;) € B,
and conversely.

In [5] a different description is given: The block S| X S, can be identified with
the complete bipartite graph on S| and ;. In this way, every maximal 1-robustness
structure corresponds to a collection of complete bipartite subgraphs with vertices
in X U X such that every vertex in X and X», respectively, is part of one such
subgraph. Figure 2 shows an example.

This result generalizes in the following way:
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Lemma 26. A 1-robustness structure B is maximal if and only if the following
statements hold:

e Fach Be Bisofthe form B=S|X---XS,, where S; C X,.
® Us x-xs,eBSi=Xiforallie [n]

Proof. Suppose that B is maximal. Let Y/ € B and let S; be the projection of
YcXpntoX;. LetY =S 1x---xS,. ThenY € Y’. We claim that (B\{Y})U{V’}
is another 1-robustness structure with the same number of components as B, and
by maximality we can conclude YV = Y’. By Definition 3 we need to show that
Ggr.y is connected and that Gg 7y is not connected for all Z € B \ {V/}. The first
condition follows from the fact that Gg y is connected. For the second condition
assume to the contrary that there are x € Y and y € Z such that x = (xy,...,x,)
and y = (y1,...,y,) disagree in at most n — 1 components. Then there exists a
common component x; = y;. By construction there exists z = (z1,...,2,) € Y such
that z; = y; = x;, hence Y U Z is connected, in contradiction to the assumptions.
This shows that each Y has a product structure.

Write Y = S¥ x -+ x S for each Y € B. Obviously S¥ N SZ = 0 for
all i € [n] and all Y,Z € Bif Y # Z. For the second assertion, assume to
the contrary that /[ € X; is contained in no Siy . Take any Y € B and define
Y = Slyx- . -x(Sl.yu{l})x ---xSY . Then (B \ {¥/})U{Y’} is another 1-robustness
structure with the same number of components as B, contradicting the assumptions.

Conversely, assume that B is a 1-robustness structure satisfying the two assertions
of the theorem. For any x € Xj, \ UB there exist y;,...,y, € UB such that
X1 = Y1,...,Xn = Yn. Since x ¢ UB the points y1,...,y, cannot all belong to the
same block of B. If y; and y; belong to different blocks of B, then the two edges
(x,y;) and (x,y;) of G| show that B is maximal. ]

The last result can be reformulated in terms of n-partite graphs generalizing [5]:
Namely, the 1-robustness structures are in one-to-one relation with the n-partite
subgraphs of My, 4 such that every connected component is itself a complete
n-partite subgraph M,, . . with e; > 0 for all i € [n]. Here, an n-partite graph is a
graph which can be coloured by n colours such that no two vertices with the same
colour are adjacent.

Unfortunately the nice product form of the maximal 1-robustness structures does
not generalize to k > 1:

Example 27 (Binary inputs). If n = 3 and d| = d» = d3 = 2, then the graph G; is
the graph of the cube. For a maximal 2-robustness structure B the set Xj, \ UB can
be any one of the following (see Fig. 3):

e The empty set

e A set of cardinality 4 corresponding to a plane leaving two connected

components of size 2

e A set of cardinality 4 containing all vertices with the same parity.

e A set of cardinality 3 cutting off a vertex.
In the last case only the isolated vertex has a product structure (Fig. 4d).

Ifn =4andd, = d, = d3 = dy = 2, then the graph G5 is the graph of a

hyper-cube. Figure 4 shows how a maximal 3-robustness structure can look like.

k-robustness implies (k + 1)-robustness, and therefore £, C P.1. This does not
mean that all k-robustness structures are also (k + 1)-robustness structures, for the
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Ficure 3. The four symmetry classes of maximal 2-robustness
structures of three binary inputs, see Example 27.

1l

Ficure 4. A maximal 3-robustness structure for four binary inputs.

.
/

<

Ficure 5. The 2-robustness structure from Example 28. The graph
G is the graph of a hypercube of dimension four, where diagonals
have been added to the two-dimensional faces. Only the edges of
G that connect vertices of Hamming distance one are shown, and
the edges of G, up. The two blocks are marked in green and red.

following reason: If B is a k-robustness structure and § = UB, then Gy, s may
have more connected components than Gy s.

Example 28. Consider n = 4 binary random variables X1, ..., X4. Then
B:={{(1,1,1,1),(2,2,1, D},{(1,2,2,2),(2,1,2,2)}}

is a maximal 2-robustness structure. Both elements of B are connected in G», but
not in G3, see Fig. 5.

Nevertheless, the notions of /-robustness and k-robustness for / > k are related as
follows:

Lemma 29. Assume thatd, = -+ = d, = 2, and let B be a maximal k-robustness
structure of binary random variables. Then each B € B is connected as a subset of
Gsforall s <n-2k+1.

Proof. We can identify elements of Xj, with binary strings of length n. Denote by
I, the string 1...10...0 of r ones and n — r zeroes in this order. Without loss of
generality assume that [y, /; are two elements of B € B, where k < n -1 < s <
n—2k+ 1. Then [ > 2k, and hence I_éj > k. Letm = [%]. We will prove that we can
replace B by B U {I,,,} and obtain another k-robustness structure. By maximality this
will imply that Iy and /; are indeed connected by a path in G.

Otherwise there exists A € B, A # B, and x € A such that x and [, agree in at
least k components. Let a be the number of zeroes in the first m components of x, let
b be the number of ones in the components from m + 1 to [ and let ¢ be the number
of ones in the last n — [ components. Then [, and x disagreeina+b+c <n—k



20 JOHANNES RAUH AND NIHAT AY

components. On the other hand, x and I disagree in (m — a) + b + ¢ components,
and x and [; disagree in a + (I — m) — b) + ¢ < a + (m — b) + ¢ components. Assume
that a > b (otherwise exchange Iy and /; in the following argument). Then x and /
disagree in at most m + ¢ < I'é'l +n—-Il=n- I_éj < n — k components, so A U B is
connected, in contradiction to the assumptions. O
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